1. fsfored REE=R yd9m01 9= iR 9w gaer 93 a1 NICCA
ERT Usd &Ts /9l cled # werfid &)+ &1 ufpar:
11 Step. I: e-taken driver &1 ¥ ST

(i) SR &I Wlel 9T http://nicca.nic.in IT http://164.100.20.212 H
S |

(i)  Support @& U T 3IR SRS Tl & RS S/W &l faeids
N |

(i) ST TR & $—<Id SDK SIS-drs iU &I fddd o
3R S SWhell R 3fad hieey H YRIE W |

(v) WINZIP¥ 35 Sfet w UNZIP &N | I8 T hies YT 8

(a) safesign-identify-client-2.3.6.SCI-admin and

(b) starkey 100 V302 Readers

(v)  Safesign- Identify- Client-2.3.6. sci-admin and starkey 100 V
302 Readers ! WIS B &g al 1R faeles PN |

(vi) Reboot your system.

12 Step-1I-Initilize your e-taken.

(i) e-token dks USB # STef

(i1)) Start >Programm? >Safe Sign Standard token
Administration &1 fder x| Token Administration, Utility
Window @erm 59 fa=st 9 Reader, Token Name 3fiR Token
Status 3iR Number of items %= IR IR | T4 319 YT Hls

| | ———————————————



&I Reader # STei? AT Tl el & ol FTSCR2000 absent to
uninitialised & Rafid g $&T Aded & & token driver dia &
RN &I IHI T |

(iii) Blank token W I1g¢ et B TR Initialize BT fotd B | Th

AT =T ot ¥TT | I&f T <IRT Slef:—

(i)  Token Lebel .319=1 A1

(i)  PUK; 0000 STei 3R I 3MITT D |

(i)  PIN: 1234 STet 3R S I BN | 9D a18 OK el Y |
Ig IMUD Clbd Bl SRS HIT| 3d 3MUBT b+
Certificate generation & foTg IR T |
S 3MIIRT IR & To1g 71 Bl v

(a) Browser Window &1 @ref |

(b) Tools? >>Internet Options >> Security >> custom level #
S |

(c) Custom Level @1 fder@ X | Security Level @1 Medium
& [/Y H Ae BN 3R T4 Activie-X Controls &1 a7g 91 |

14 Step.4: Enrollment Instructions-Generating Key pair:

19 Digital Certificate @& foly 3M4 R &=d T dd
Cryptographic Keys g foam Sirar & St amaas USB Token
R HUE a1 Smar & | USB Token R Key pair i &+ &
forg Sugad CSP (Safe Sign Standard Cryptographic service

Provider) @1 gTd &R o | IHS! -+ UfhaT &

(i) Browser @I Wi 3R https:/nicca.nic.in a1 http://
164.100.20.2112 & A 3 IEH YT I |

(i) TToIMEo¥lo AfTHIST MRS grT ffa User Id/Passward %
Login and login 3@ &1 fetd - |

| | ) J————————————————————



BRRDA
(111) q\oWo'eﬁo OIc H 3701 §—<ld Pl STcf |

(iv) o fefoied afdfhae &1 WR GRota &=+ & fofv Enroll @1
freTs B | T goidele YU fedrs < S Tad: ¥ &7 ¢ |

3T U &RT St Degital Signature Certificate Request
Form  f&&T X891 ®I W= & MaeIHhdT 3R |

(V)  Userld 9o & 93 Certificate &7 #1071 f4f¥=d fasan Sram = |

(vi) wffhahe o1 ypR—ATST i B g1d |

(vii) 1 s Certificate request Ugel | gfora f&ar 2?2 No, s
BN |

(viii) 7 HTSET fhesd I 3 fSfTee RIFeR & fegdl & wU H WX |

(xi) Wemmmied |fdE UM @I dref-Safe  Sign  Standard

Cryptographic Sevice Provider @T g-rd Safe Sign token @ o1y
@~ | Mouse @ Wheel 3 Page @! Scroll down 5 & | QAT &-+
W TIfId option uRafdd grar & | 3a®T Avoid =+ & forg zrafa
option ¥ Arrow &7 37T 3% iR Left Mouse button @1
TH IR AT T TP |

(x) w0 ufafiedl (entries) &1 To IR R ¥ WA of iR Generate
Request & fded o | U WIHRIHAD Ha9T AMUD HFYSY W
R 8| 9 ugaR OK &I faeid x| 39 993 31U
passphrase /Pin ofthe e-token # %1 & foTg oI 9€TT |

(xi) Passphrase /Pin of e-Token ¥ waer v |

3T Digital Key pair e-token R giord fbam SR | 3de

HHIEX B Wi W T number JIIT fHaT STRAT ST SHWR faarg
TS| 39 3T Follow up &= g o of | VAT &= 9 Step-2
H S &1 Mgl el & | da=<iR Javse H SfeaiRaa Step 3 or
4 3 gaer o a1 3y 3t DSC & request T <& | |

| | 3 J————————————————




U®% dR 579 RA Administor 31X CA Administor Certificate @ Request

Bl Ufshar H & & amudl Digital Certificate GfoTd fhar SIRAT &R

Authentic Pin 319&% e-mail Address TR HoT & SIRATT |

1.5 Step.5: Down Loading Digital Certificate on E-Token :

(i) 319+ e-token HTUSB UIE # STai |

(ii) Browser @I Wil 2R httpp://nicca.nic.in or http:/64.
100.20.212 H Yoz v |

(iii) NIC Certifying Authority §RT 7fd user id/password T
START @R Login & Login Member &1 faded & |

(iv) View status U fdeTd & | I8 3Md® DSC request dI Reafy
Ui & | 3R Certificate GRora fham ST gt & 09 U
Link DSC request member W U&= T SIRIAT |

(v) DSCrequest number &I fdctd o |

(vi) Authentication Pin (Ten Digit Alphanumeric Code-all
capital Letters) H w9 &~ iR Download fdeta @ | CCA
3R NICCA 2mua System W download BRI Td 39T
certificate e-token R download f&aT STRIT |

1.6 Step-6: Request for encryption Certificate :

(i) Browser &I Wiel 3R http:/niccanic.in  or http://
164.100.20.212 % Yoz o |

(ii)  NIC Certifying Authority §RT f°a@ User id/ passward ¥
Loginand Login 31&qd &1 facid & |

(iii) Enecription Certificate T 3R @& fofy Enroll ferad & |
Encription Certificate &7 3%/ Signature Certificate @I

W 89 & 91 fhaT STRATT U4 goidei=id BikA R ST



| BRRDA
W W BT © | USTRIHIRal gRT Digital Signature request

form # SfeatRad fawga RN B WX S BT ATGLHAT Bl ©
3R ¥ nicca H ST a1 ST 7 |

(iv) Request Number 3MU® H*Jex whiv R Fiord e veiRkia
T ST 2 | 39 foRgan oTerT JRIET <l S 2 |

(v) 3199 encryption Certificate request @1 ReIfct &1 <@+ 7q 9
ST & SR 3ifdd view status # faeid & | T8 1MU® request
% fd%g pendings BT TRIRAT |

1.7 Step-7: Downloading encryption Certificate on e-token

(i) U®P IR 5@ NICCA 3199 encryption certificate request
I UfshaT 3 ofTaT 2 a9 39T Digital Certificate o fan
SIRATT 3R Authentication Pin 3@ e-mail Address TR <
e SR |

(ii) MU UserID & Passward ¥ Nicca & d991SC UR AAfford & |

(iii) =9 IS B SW view status TR el oY | S 91¢ 3 3,
W9 request number I8 YSRIT HRaT & b certificate Grord
BIIATE |

(iv) Encryption Certificate request number @ fdeid & |

(v)  Authentication PIN (Ten Digits Alpha Numeric Code all CAPITAL
LETTERS) STef 31k Download TR faeids & |

(vi) Encryption Certificate @I Import &R Token H emfua o
NIRE
Certificate @ @RI @I Token Software @ ARIH H <% | ML
8l of f& S Signature Certificate and Encryption Certificate
token /Card (§—<Td+1 / TS RITUT 81 IHI |

| | J——————————————————



