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What is a Digital
Signature?

= Adigital signature is a technological
alternative to signing documents with

paper and pen.

= |t uses an advanced mathematical
technique to check the authenticity and

integrity of digital documents.



How to obtain Digital Signhature?

= Dealers can obtain digital signature from any of the Certifying Authorities (CA).

= Several CAs have been granted a license to issue a digital signature certificate under Section 24 of the
Indian IT-Act 2000.

= One can procure Class 2 or Class 3 certificates from any of the certifying authorities.

= Certificate Validity - DSCs can be valid for three years. However, the minimum validity of a DSC is one year

Indicative List of Certifying Authorities

= E-Mudhra = (Class 2 Digital Signature Certificate - The main function of this
= Capricorn e : : : : : : :
P . certificate is to authenticate the details of the signer. It is used in various
= Pantasign CA
= Safescrypt form-filling, online registration, email attestation, income tax filing etc.
= \erasys
=  Code Solutions
= NSDL Class 3 Digital Signature Certificate — This certificate is more secure in
= |DSIGN comparison to class 2 certificate. This is the safest of all certificates. It is
= |[DRBT

used in matters of high security like online trading, e-commerce,

= Any other CA

tendering etc.



Pre Requisites for Uploading Digitally
Sighed Documents

1. Digital Signature USB Key Drive

2. Java JDK 1.8 or higher (download from https://www.oracle.com/java/technologies/javase-

downloads.htmI#JDK15 , install & restart the system)

3. DSC Signer Service (download from https://eoffice.gov.in/dsc.php, install & restart the system)

4. DSC Software (Install Software available within USB Key Drive)


https://www.oracle.com/java/technologies/javase-downloads.html#JDK15
https://eoffice.gov.in/dsc.php

Role of Vehicle Dealers & District Transport Offices

Vehicle Dealers

i. Procurement of Digital Signature from DS Certifying Authorities

ii. Installation of JDK 1.8 & DSC Signer Service

iii. Application for Registration of Digital Signature Certificate (DSC) on Vahan portal

iv. Digital Signature on the uploaded documents after DSC is verified by DTO

District Transport Office
i. Sensitization of Dealers for seamless rollout of DSC mechanism.
ii. Verification of Dealer’s DSC on Vahan portal

iii. Verification & Approval of Vehicle Registration on Vahan 4.0 as per the digitally signed documents



High Level Process Flow

Sensitization of Dealers
for seamless rollout of
DSC mechanism.

Digital Signature on the
uploaded documents
after DSC is verified by
DTO

Verification & Approval
of Vehicle Registration
on Vahan 4.0 as per the
digitally signed
documents

Procurement of Digital
Signature from DS
Certifying Authorities

Verification of Dealer’s
DSC on Vahan portal

Installation of JDK 1.8 &
DSC Signer Service

Application for
Registration of Digital
Signature Certificate
(DSC) on Vahan portal

Dealer Activity

DTO Activity




Detailed Process Flow



PART A - APPLICATION FOR DSC REGISTRATION [DEALER ADMIN LOGIN

1. Select DSC-REGISTRATION from the Action and click on Show Form.

5 VAHAN 447 x | — %
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ftHome @Report~ 1 Update Profile ~

Current Running Registration No: |

‘ Select Assigned Office & Action ‘ ‘ ‘ ‘ What's New ‘
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PART A - APPLICATION FOR DSC REGISTRATION [DEALER ADMIN LOGIN]

2. Insert DSC in the USB slot & click on DSC Registration.

W2 VAHAN 447

& = @] I g https://staging.parivahan.gov.in/vahan/vahan/ui/form_dsc_registration.xhtml
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On DSC Registration.
On Certificate Serial no.
: Enter Your Password.
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PART A - APPLICATION FOR DSC REGISTRATION [DEALER ADMIN LOGIN

3. Click on Certificate Serial Number & enter your DSC password.

3 VAHAN 447 % |+
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Note: Please Register DSC for Approval by RTO.
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Welcome DEALER FOR DSC TEST , DEALER STAFF, Uttar Pradesh

H
<]

3=

& Logout

Digital Signature Certificate(DSC)

How to Register DSC ‘ DSC Registration

Certificate's Details

Click On Serial No And Connect Certificate Vendor Name Dsc User Name Valid Upto
1 81232133825519585148662 PANKAJ SINGH 2021-3-27
2 80355555445848005493151 Raghvendra Singh 2021-4-15
; PANKAL SNGH pozi 729




PART A - APPLICATION FOR DSC REGISTRATION [DEALER ADMIN LOGIN]

4. Click on Confirm to apply for DSC registration.

Y2 VAHAN 447
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Confirmation *

A Are You Sure You Want To Register DSC Serial No 17261949 DSC User Name PANKAJ SINGH Dsc ValidUpto 2021-7-267

v

P Type here to search




PART A - APPLICATION FOR DSC REGISTRATION [DEALER ADMIN LOGIN]

5. Now enter your PIN & click on verify PIN

b YAHAN 447 x |+ = S
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fHome @ Report~ A Update Profile ~ Welcome DEALER FOR DSC TEST , DEALER STAFE, Uttar Pradesh

DSC REGISTRATION

Note: Please Register DSC for Approval by RTO.

Digital Signature Certificate(DSC)

How to Register DSC ‘ DSC Registration |

Certificate's Details ‘
Click On Serial No And Connect Certificate Vendor Name | Dsc User Name Valid Upto
1 81232133825519585148662 | PANKAJ SINGH 2021-3-27
2 80355555445848005493151 Verify User PIN x 2021-4-15
3 17261949 eMudhra Consumer Services Limited 2021-7-26

m Now verify your User PIN:

User PIN: |- e
[JEnable soft keyboard

Change User PIN Login Cancel

ﬂ R Type here to search




PART A - APPLICATION FOR DSC REGISTRATION [DEALER ADMIN LOGIN]

6. Application for DSC Registration done successfully.

< 0O @ & https://staging.parivahan.gow.in/vahan/vahan/ui/form_dsc_registration.xhtm

=& High Court! @8 Certificate! (&, IRCTC @) OnlinesBl [ HDFC! [l IndusindBank © Orade!l [ IMD = Koshvani! CustomerHome Online Doc Translat India Code: Motor... Java Tutoriall 86 JSKeyCodes (B Whatshpp




PART B - DSC VERIFICATION PROCESS [OFFICE ADMIN LOGIN]

7. Select DSC-VERIFICATION from the Action and click on Show Form.

b VAHAN 447 x [ - X
< (@) A o] https://staging.parivahan.gov.in/vahan/vahan/home.xhtml x4 S 3= ‘
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W) Record not found from 01-Oct-2020 to 16-Oct-2020 period.
EN'© Dashboard

Select Assigned Office & Action
Id Software Appl No

ending Appls Last 2 Days

Select Assigned Office

| Lucknow RTO
Application No-

Select Action:
Part 1 {First Six Chars) Part 2 (Next Ten Chars)
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To:
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PART B - DSC VERIFICATION PROCESS [OFFICE ADMIN LOGIN]

8. The name of dealer & DSC is displayed. Select the Dealer & verify the DSC.

b1 WAHAN 447 x |+ - X
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fAHome ®Report~ A& Update Profile ~ Welcome UPVOFFADMIN , ADDL TRANSPORT COMMISSIONER, Uttar Pradesh [0 Logout

DSC VERIFICATION
DSC Verification
Dealer Name ¢
Serial No Vendor Name DSC User Name Valid Upto Verify
1 DEALER FOR DSC TEST(UP2010160000361) | 17261949 eMudhra Consumer Services Limited PANKAJ SINGH 2021-7-26 D
Daonn
[ Verity |
DSC Verified
Dealer Name Serial No Vendor Name DSC User Name Valid Upto
1 ANAND MOTORS AGENCIES 16282338 eMudhra Consumer Services Limited Class 3 individual test 2022-1-30
2 ANAND MOTORS AGENCIES 2514125296471745580 Sify Technologies Limited Test C20rgG 2020-12-18
Do

ﬂ L Type here to search




PART B - DSC VERIFICATION PROCESS [OFFICE ADMIN LOGIN]

9. Click on Yes to verify dealer’s DSC.

W VAHAN 447
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PART B - DSC VERIFICATION PROCESS [OFFICE ADMIN LOGIN]

10. Name of the dealer is now displayed in DSC Verified list.
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PART C - DOCUMENT UPLOAD PROCESS [DEALER STAFF LOGIN ]

11. Go to the Document Upload section.

3 VAHAN 447 x = = x
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DOCUMENTS UPLOAD

Note: Document Accepted: .pdf extension format only. Maximum size of the file uploaded should be less than 400 Kb

Note: Please clear your Browser History first, if you are facing the issue.

Digital Signature Certificate(DSC)

Connect to DSC

w to connec

[ Application Detail |

Application No. Application Date Registration No

| uP20101600784039 | | 16-0cT-2020 | | NEW |

Owner Name Chassis No Purpose

| RITESH RANJAN | | MasBNC225LG245301 | | DEALER REGISTRATION |

Owner Details Document (1 of 7)* X Digitally Signed Sub Category - ‘ | + Upload Document |
RITESH RANJAN } X .

SIWID of ISHWAR LAL [ADDRESS PROOF | SELECT— [-] ‘ |

R/o H. NQ. 2/164, MARTIN PURWA
NEAR LUCKNOW GOLF CLUB
POST-G.P.O., PS-GAUTAM PALLI
Lucknow

Uttar Pradesh-226001

Insurance Details

From NATIONAL INSURANCE CO LTD
vide policy no 0803011214131001714
valid from 16-0ct-2020 to 15-0ct-2023

ﬂ L Type here to search




PART C - DOCUMENT UPLOAD PROCESS [DEALER STAFF LOGIN ]

12. Insert DSC in the USB slot & click Connect to DSC

Y1 VAHAN 447

< > O 0 & https://staging.parivahan.gov.in/vahan/vahan/ui/form_documents upload.xhtml
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PART C - DOCUMENT UPLOAD PROCESS [DEALER STAFF LOGIN ]

13. Enter the PIN to verify DSC connection.

by VAHAN 447 x |+ - 2
&« O @ &y httpsy//staging.parivahan.gov.infvahan/vahan/ui/form_documents_upload.xhtml 5 S 3= ‘

s MighCourt! @& Certificatel (&, IRCTC ) OnlineSBl [ HORC! [l Indusind Bank  © Oraclel [ IMD =7 Koshvanil [ CustomerHome [ Online Doc Translstor [ India Code: Mator.. W Java Tutoriall 86 JSKeyCodes  (® WhatsApp

fArHome OReport - 1L Update Profile ~ Welcome DEALER EMPLOYEE , DEALER STAFF, Uttar Pradesh (3% Log

DOCUMENTS UPLOAD @ Digital Sign Certificate

Note: Document Accepted: .pdf extension format enly. Maximum size of the file uploaded should be less than 400 Kb,

Note: Please clear your Browser History first, if you are facing the issue.

Digital Signature Certificate(DSC)

How to connect to DSC | Connect to DSC

Certificate's Details
Serial No User N ‘ Valid Upto Action
1 51232133825519585148662 PANKAJ SINGH Verify User PIN x
2 B0355565445648005493151 Raghvendra Singh w Now verify your User PIN:
3 17261949 PANKAJ SINGH 1o Connect
User PIN: ‘- o

I . . [JEnable soft keyboard
| Application Detail

Change User PIN Login Cancel

Application No Application Date Registration No

[UPz0101800764039 | [16-0CT-2020 | [nEw |

Owner Name Chassis No Purpose

[RITESH RANJAN | [MA38NC2251 G245301 | [DEALER REGISTRATION |
Owner Details Document (1 of 7)* X Digitally Signed Sub Category - ‘ | + Upload Document |
RITESH RANJAN }

SAWID of ISHWAR LAL [ADDRESS PROOF [ T — A |

Rio H. NO. 21164, MARTIN PURWA
NEAR LUCKNOW GOLF CLUB
POST-G.P.O., PS-GAUTAM PALLI
Lucknow

Uttar Pradesh-226001

Insurance Details

From NATIONAL INSURANCE CO LTD
vide policy no 0803011214131001714
valid from 16-Oct-2020 to 15-0ct-2023

Form22 pof
Open file

ﬂ L Type here to search

Farm21.pdf
Open file

Form20.pdf
Open file

Show all *




PART C - DOCUMENT UPLOAD PROCESS [DEALER STAFF LOGIN ]

14. Select the documents & upload.

Ritesh-Address 12-10-2020 23:33 Adobe Acrobat D...

@ OneDrive Ritesh-Form20 Adobe Acrobat D...
I This PC Ritesh-Form21 Adobe Acrobat D...
. Ritesh-Form22 Adobe Acrobat

3 3D Objects Ritesh-Insurance Adobe Acrobat D...
W Desitop Ritesh-Invoice Adobe Acrobat D...
|5 Documents

4 Downloads

D Music

&= Pictures

B Videos

‘i Windows 10 (C:)
4 CD Drive (D) esz

. CD Drive (D) es20

File name: | Ritesh-Address | [Alfiles

Cancel

© open x
« vt » ThisPC » Desktop » DOCS v o Search DOCS - e &
Organise v New folder i | nline Doc Translator  [§ India Code: Motor.. ' Java Tutoriall 86 JS:KeyCodes WhatsApp
~ - . m .
I 7 Quick access Heme Date modified TJPE size ‘Welcome DEALER EMPLOYEE , DEALER STAFF, Uttar Pradesh C‘ I_ogou‘t

IS UPLOAD

@ Digital Sign Certificate

tory first, if you are facing the issue.

Registration Mo

| [nEw |

Purpose

| | DEALER REGISTRATION :|

Sub Category -

“ + Upload Document ‘

Aadhaar Card | M ‘ ‘ . ‘

RO H U264, MARTIN PURTWA
MEAR LUCKNOW GOLF CLUB
POST-G.P.O., PS-GAUTAM PALLI
Lucknow

Uttar Pradesh-226001

Insurance Details

From NATIONAL INSURANCE CO LTD
vide policy no 0803011214131001714
valid from 16-Oct-2020 to 15-0ct-2023

Form20.pdf
&

Form21.pdf
) pen file

Show all X




PART C - DOCUMENT UPLOAD PROCESS [DEALER STAFF LOGIN ]

15. All documents would bear a Digital Sign in the bottom left corner.

Customer Copy

GOVERNMENT OF BIHAR

State Transport Department
PATNA RTA,Bihar

RECEIPT/APPL No: BR101R2101002509/BR21012936791548

Vehicle Class: Omni Bus

Received From: RAMANAND PRASAD SINGH

Receipt Date: 29-Jan-2021

Vehicle No: BRO1PL7421 Chassis No: MC1E4FLA4AMP013909
Particular Amount FlnefPenaltya‘Add:: Total
Permit Application 500 0 500
Fresh Permit 8000 0 8000
Permit Authorization 500 0 500
Surcharge Fee 4000 0 4000
Transaction Fee 1000 0 1000

GRAND TOTAL (in Rs): 14000/- (FQURTEEN THOUSAND ONLY)

Instrument Amt: 14000/-
1. O-Grass No BHR202101672787M did 23-Jan-2021 Amit 14000/- of STATE BANK OF INDIA

Note-- This is computer generated slip, no need of signature (https://parivahan_gov.in).

St by Rl s Signature Validation Status

BalaSe 2 a0 007 6O Sis 1 af88
GOCHDOBCF A4 T FIGO0AcTo 19,

N g. Signatureis VALID, signed by RIBHU KUMAR <md@fordprema.com>.

e iz irurrib e =800 B i F 2 200 H - . - - -
.,:,z'nwnmmm.mmnu,,, - The document has not been modified since this signature was applied.

et A 10 B - The signer's identity was valid when it was issued, but no revocation checks could be

made to validate the identity at this time.




PART D - DOCUMENT VERIFICATION PROCESS [OFFICE STAFF LOGIN ]

16. Go to the Document Uploaded section.

o VAHAN 447 x B

@2 HighCourt! & Certificatel (a, IRCTC ) OnlineSBI [ HDFC!

fAHome @Report~ A& Update Profile ~

& O (ot ] https://staging.parivahan.gov.in/vahan/vahan/workbench.xhtml

Bl 'ndusindBank  © Oraclel [ IMD  E7 Kashvanil [ CustomerHome (Y Online Doc Translstor [ India Code: Motor.. W Java Tutoriall 86 JSiKeyCades WhatsApp

[ Application Details

Application Date Registration No

Application No.

| UP20101600764039 | | 16-0CT-2020 | [ NEW

6wner Name éhassis No . Purpose

| RITESH RANJAN | | MAIBNC2251 5245301 | | DEALER REGISTRATION

-
d

% Dealer New Registration entry

% Dealer Verify

~ DEALER-NEW-REGN-FEE ~ DEALER-CART-PAYMENT “ Dealer Doc Upload ~ Office Verify

Advance Registration No Alloted -
[nO F]

Vehicle Registration No will he Generated from the Series UP32LH.

1©)

W Office Approve

Paid Feel Tax Detail

“ Owner Details Vehicle Details

Hypothecation/Insurance Information ” Attached Trailer Details

Documents Uploaded

[ Owner Information

Registration Type

Purchase/Delivery Date - Owner Name -

| NEW

[RITESH RANJAN

F] | 16-0ct-2020 |

Ownership Type -

Son/Wife/Daughter of - Ownership Serial -

| INDIVIDUAL

F] [1sHWAR LAL | [1

[ Owner Identification/Contacts Details

Please Enter Valid Mobile No because It is Used for Sending Essential Information and Getting Feedback of the Service from Owner

COwner Category - Mobile No - Email ID
| OTHERS [-] [e8012277399 |
PAN No Aadhar No Passport No
Ration Card No Voter 1D DL/LL No
Ritesh-Insurance.pdf Form22.pdf Form21.pdf Form20.pdf
Open fil ’ Op "flp Op ﬂf|P Op ﬂf|P
Open file Open file Open file Open file

Show all *




PART D - DOCUMENT VERIFICATION PROCESS [OFFICE STAFF LOGIN ]

17. Check if the documents have been digitally signed

B1 VAHAN 447 x IS - 2
<« O @ ] https://staging.parivahan.gov.in/vahan/vahan, kbench.xhtml h jace) = ‘
ma HighCourt! @& Certificatel ¢u, IRCTC ) OnlineSBl [ HDFC! [l Indusind Bank O Oraclel [ IMD ¥ Koshvanil [ CustomerHome [f{ Online Doc Translator  [[5] India Code: Motor.. Y Java Tutoriall 86 JSKeyCodes (® WhatsApp
| UP20101600764039 | | 18-0CT-2020 | | NEW | -
Owner Name Chassis No Purpose
[RITESH RANJAN | | MA3BNC225LG245301 | | DEALER REGISTRATION ]

A @ ? ®

¥ DEALER-CART-PAYMENT W Dealer Doc Upload ¥ Office Verify ¥ Office Approve

¥ Dealer New Registration entry ¥ Dealer Verify ¥ DEALER-NEW-REGN-FEE
Advance Registration No Alloted -
[NO F|

Vehicle Registration No will be Generated from the Series UP32LH.

Paid Feel Tax Details |

” Owner Details ” Vehicle Details ” Hypothecation/Insurance Information H Attached Trailer Details “ Documents Uploaded ] |
Owner Details Document (1 of 7)* & Digitally Signed Sub Category *
]
RITESH RANJAN 1
SIWID of ISHWWAR LAL | ADDRESS PROOF |  (EEEEE (]
Rio H. NQ. 2/164, MARTIN PURWA
NEAR LUCKNOW GOLF CLUB ' v | o Av neau aouu ¥ viaw  * T olagnagne ¢y Liase oW .
Eiﬁ:;‘im” PS-GAUTAM PALLI 24. (i) Verse of Act/Rule Challenged (Yes/No)
Uttar Pradesn-226001 Act
Rule
%’\ISURANCE coLTD (ii)Particulars of Cases involving similar /
vide policy no 0803011214131001714 identical challenge
valid from 16-Oct-2020 to 15-Oct-2023 25. Remarks (if any)
Advocate’s Name & Signature
EOR STAMP REPORTER OFFICE USE ONLY
CNR NO. (Unique ID)
Date of Reporting
Reporter
Verified Document ||
Ritesh- .pdf Form22.pdf Form21.pdf Form20.pdf
,-‘ Esr f?surar\te p ’:err ' ‘p ’:u'm( i Ip ’:u'mr ‘ Ip —— *
Open file Open file Open file Open file




PART D - DOCUMENT VERIFICATION PROCESS [OFFICE STAFF LOGIN ]

18. Proceed for Verification.

Y vAHAN 247
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. Mo More Documents!!!

Ritesh-Insurance.pdf
Open file
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Open file
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Any Questions?



Thank You



